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AHHOTALUWA

B HacToswem OOKYMEHTE ONnncbiBaeTCA NpouecC YCTaHOBKU 3K3eMIJidpa MO «Cenena

MopgenuposaHue (Selena Modeling)».

Mo Bonpocam ycTaHOBKM M OGHOBNEHNA NporpaMMHOro obecnedeHnss obpawaTbca no
agpecy: info@selena-lakehouse.ru.
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TPEBOBAHNA K OBOPYOOBAHNIO
N NMPOIrPAMMHOMY OBECTIEHEHUIO

MopaepxmBaemMble onepaunoHHbIE CUCTEMBI:
— Ubuntu 22.04 LTS

MuH1ManbHble Tpe6OBaHI/IFI K BblHUCITUTENIbHLIM peCypCcaM

— Konunuectso saep npoueccopa: 4 vCPU

— Pa3smep onepatusHoun namatu: 16 GB RAM

— Pa3smep cBoboaHoro gnckosoro npoctpaHcTtea: 100 GB SSD

Moanepxusaemoe NporpammHoe obecrneyeHue:

— Docker 29.x + Docker Compose Plugin

TpeboBaHus k ceTeBOMY 0becneyeHunto

—  OrtkpbiTbin ceTeBor nopT 80 - ana HTTP (peanpekt Ha HTTPS mnnu standalone)

— OTkpbITbI ceTeBor NopT 443 - ana HTTPS
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YCTAHOBKA NMPOIrPAMMHOI'O OBECIEYEHNA

OnucaHuve

[aHHbIN JOKYMEHT ONMCbIBaEeT NpoLeaypy yCTaHOBKM nporpaMmmMmHoro obecneyveHuns «Cenena
MopgenunposaHue (Selena Modeling)» (aanee Takke - cuctema). YcraHoBKa BO3MOXHa, B

cpepax:

Cpepne koHTenHepusauum Docker.

[NoaroToBuTErNbHbIE AENCTBUSA

[ns ycTaHOBKM KOMMNOHEHTOB CUCTEMbI HEOGXOANMO BbINONTHUTL PO NOArOTOBUTENbHbIX
OENCTBUN:

nogrotoeutb cepsBepbl ana yctaHoeBku 1O «CenenHa MopgenupoBaHune (Selena
Modeling)»;

03HaKOMUTbCS C annapaTHbiMW TpPeboBaHMSIMU N  TEXHUYECKON apXMTEKTYpPOM
peLleHUs;

opraHuM3oBaTtb AOCTYM K peno3uTtopuio nexus - hub.selena.sh

Nnpu HEBO3MOXHOCTW OpraHu3auuu goctyna K hub.selena.sh, ckayaTb M BbINOXUTb
ancTpnbytmB Ha cepBepbl Ana  yctaHoBku. Ok3emnnsp 10 (guctpmbyTtums)
npenocrtaensietcs lMpasoobnagatenem MO nocne npuobpetenna MO, ana yero
npocbba obpalaTtbcsa no agpecy: info@selena-lakehouse.ru;

ckayaTb nuueHsuo. 3a npegocTaBneHMeM nuvueH3un, npocbba obpawartbcs K
MpaBoobnagatento MO no agpecy: info@selena-lakehouse.ru.

OcHoBHbIMM ycTaHaBnnBaeMbiMy koMmrnoHeHTamu MO «CeneHa MogenupoBaHue (Selena
Modeling)» (cuctemsl) sBnsoTCS:

®dpoHTEH KOMMOHEHT (NporpammHas YacTtb) N0 «CeneHa MogenupoBaHue (Selena
Modeling)» ;

BakeHa komnoHeHT (NporpammHas 4vactb) MO «CeneHa MogenupoBaHue (Selena
Modeling)» .
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MHCTPYKUWA MO YCTAHOBKE MO «CEJIEHA MOAENINMPOBAHWNE
(SELENA MODELING)» B KOHTENHEPE

1. lNpenBapuTenbHble HAaCTPOMKK
1.1YcTaHoBka Docker
O6HoBNEHNE CUCTEMBI N YCTAHOBKa 3aBMCUMOCTEN
sudo apt-get update

sudo apt-get install -y ca-certificates curl gnupg

[o6asneHne Docker GPG kntova

sudo install -m 0755 -d /etc/apt/keyrings

curl -fsSL https.//download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o
/etc/apt/keyrings/docker.gpg

sudo chmod a+r /etc/apt/keyrings/docker.gpg

Hob6aeneHne penosutopus Docker

echo "deb [arch=amd64 signed-by=/etc/apt/keyrings/docker.gpg]
https.//download.docker.com/linux/ubuntu jammy stable" | \

sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

YcTtaHoBka Docker

sudo apt-get update

sudo apt-get install -y docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-
compose-plugin

Nob6asneHune TekyLlero nonb3oeatens B rpynny docker

sudo usermod -aG docker $USER

newgrp docker
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2. Pexumbl aBTOpMsaumm

Pexum T™n OnucaHue
(CONFIG_DEPLOY-
TYPE)
Test (No- test ABTOopusauusa aBTomatnyeckasd, Casdoor He

Auth) HY>XEeH
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3. YcrtaHoBKa B pexume 6e3 astopusaumm (No-Auth / Test Mode)
B atom pexume aBTOpM3aums NMPOMCXOOUT aBTOMATUYECKM — MPU OTKPbITUM MPUNOXEHMUS

nonb3oBaTenb cpasy nonyyvaet JWT TokeH 6e3 BBOAa NormHa/naponsi.

3.1 Co3gaHune gnpekropum
mkdir -p ~/datamodeller/volumes/postgresql-data

cd ~/datamodeller

3.2 AsTopusauus B Container Registry
sudo docker login hub.selena.sh -u YOUR_USERNAME

3.3 Cospganue docker-compose.yaml
cat > docker-compose.yaml << 'EOF'’

services:
postgres:
image: hub.selena.sh/tools/postgres:17
restart: unless-stopped
environment:
- POSTGRES PASSWORD-=postgres
volumes:
- ./volumes/postgresql-data:/var/lib/postgresql/data
healthcheck:
test: ["CMD-SHELL", "pg_isready -U postgres"]
interval: 5s
timeout: 5s

retries: 5



O6LwecTBO C OrpaHNYEHHOM OTBETCTBEHHOCTLIO «lMnhaTtdopMa [AaHHbix CeneHa»
SELENA 123317, r.MockBa, BH.Tep.r. MyHuuunanbHbll Okpyr [lpecHeHCKui, yn.

NutenHa-Ceporo, a.2/13 K. B ctp. 1, nomews. 1L

MHH 9703195303, KIMM 770301001, OI'PH 1247700725491

dm-backend:
image: hub.selena.sh/selena/datamodeller-backend:1.0.0
restart: unless-stopped
container_name: dm-backend
environment:
- SERVER_PORT=8080
- JWT_SECRET=your-super-secret-jwt-key-change-me
SPR-’ING_DA TASOURCE_URL=jdbc:postgresql://postgres:5432/postgres?currentSchema=d
m
- SPRING_DATASOURCE_USERNAME=postgres
- SPRING_DATASOURCE_PASSWORD=postgres
- CONFIG_DEPLOY-TYPE=test
- TEST-USER _LOGIN=testuser
- TEST-USER_FULL-NAME=Test User
ports:
- "127.0.0.1:8082:8080"
depends_on:
postgres:

condition: service_healthy

dm-frontend:
image: hub.selena.sh/selena/datamodeller-frontend:1.0.0
restart: unless-stopped
container_name: dm-frontend

ports:
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- "127.0.0.1:4202:8080"
environment:
- API_URL=http://dm-backend:8080
depends_on:
- dm-backend
EOF

3.4 3anyck KOHTENHEPOB
sudo docker compose pull

sudo docker compose up -d

3.5Co3paHune TecToBOro nonb3oBartens

Mocne nepBoro 3anycka HeobxoAnMo co3faTtb TECTOBOro nonb3oBartens B B/:

sudo docker exec datamodeller-postgres-1 psql -U postgres -d postgres -c \

"INSERT INTO dm.users (casdoor _id, username, name, creation_time) VALUES ('test-user-
id’, ‘testuser’, 'Test User, NOW()) ON CONFLICT (username) DO NOTHING;"

3.6 3arpyska nuueH3aum

Mepen Hayanom paboTbl C CUCTEMON HEOOBXOANMO 3arpy3nTb JIMLEH3NOHHbIN hans:
1. OTkponTe npunoxexHune B 6paysepe

2. Nepengute B pasgen *License (MkOHKa B GOKOBOM MEHIO)

3. 3arpysuTte dann nuueHsum (.bin)

4. Nocne ycnewHon 3arpy3kn cuctema dyget rotoBa k pabote
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SELENA 123317, r.MockBa, BH.Tep.r. MyHuuunanbHbll Okpyr [lpecHeHCKui, yn.
IMpumeyvanue: bes BanngHon nNuueH3nn PyHKLUNMOHANbHOCTb CUCTEMbI OrpaHNUYeHa.

3.7TpoBepka paboTocnocobHOCTU

[NpoBepka cTaTyca KOHTENHEPOB

sudo docker compose ps

MpoBepka noros backend

sudo docker logs dm-backend --tail 50

Mpoeepka API (gormkeH BepHyTb JSON c deployType: TEST)

curl -s http://127.0.0.1:4202/api/config | jq .deployType
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4. Hactpouka HTTPS (Self-Signed Certificate)
Ana pabotbl yepe3d HTTPS Ha IP-agpece ncnonb3yetcsa self-signed ceptucukat. Bpaysep

NOKaXeT npeaynpexageHne — 31o HopMalibHO.

4.1YctaHoBka Nginx
sudo apt-get update

sudo apt-get install -y nginx openssl/

4.2 'eHepaumna ceptudpukarta ons IP

3amenute "YOUR _IP" Ha peanbHbint IP-agpec cepBepa:

export SERVER_IP="YOUR_IP"
sudo mkdir -p /etc/ssl/selfsigned

sudo tee /etc/ssl/selfsigned/ip.conf >/dev/null <<EOF

[req]
default_bits = 2048

prompt = no

default_md = sha256
req_extensions = req_ext
distinguished_name = dn
[dn]

CN = ${SERVER_IP}
[req_ext]
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subjectAltName = @alt_names
[alt_names]

IP.1 = ${SERVER_IP}

EOF

sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 \
-keyout /etc/ssl/selfsigned/ip.key \
-out /etc/ssl/selfsigned/ip.crt \
-config /etc/ssl/selfsigned/ip.conf

sudo chmod 600 /etc/ssl/selfsigned/ip.key

4.3 KoHdurypauusa Nginx

# WebSocket support
sudo tee /etc/nginx/conf.d/upgrade _map.conf >/dev/null <<'EOF'
map $http_upgrade $connection_upgrade {

default upgrade;

nn

close;

}

EOF

# OcHosHoU KoHgue

sudo tee /etc/nginx/sites-available/dm.conf >/dev/null <<'EOF'
# Redirect HTTP -> HTTPS

server {
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listen 80 default_server;
listen [::]:80 default_server;
server_name _;

return 301 https.//$hostdrequest _uri;

# Frontend @ 443

server {
listen 443 ssl http2 default_server;
listen [::]:443 ssl http2 default_server;

server_name _;

ssl_certificate  /etc/ssl/selfsigned/ip.crt;

ssl_certificate _key /etc/ssl/selfsigned/ip.key;
client_max_body_size 64m;

location / {
proxy_pass http://127.0.0.1:4202;
proxy_set _header Host Shost;
proxy _set_header X-Real-IP $remote_addr;
proxy set _header X-Forwarded-For $proxy add x forwarded_for;
proxy_set_header X-Forwarded-Proto https;
proxy_http_version 1.1;
proxy_set_header Upgrade Shttp_upgrade;

proxy_set _header Connection $connection _upgrade;
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EOF

AKTUBaUMA KOHdUra

sudo In -sf /etc/nginx/sites-available/dm.conf /etc/nginx/sites-enabled/dm.conf

sudo unlink /etc/nginx/sites-enabled/default 2>/dev/null || true

MpoBepka 1 nepesarpyska

sudo nginx -t && sudo systemctl reload nginx

4.4poeepka HTTPS

curl -kl https://127.0.0.1/
-ks https://127.0.0.1/api/config | jq .deployType
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5. Tllepexon Ha peanbHbIM JOMEH

Mpn nosBneHnn peansHOro AoMeHa (Hanpumep, “dm.example.com’) HyXHO:
1. Jo6aButb DNS A-3anuce dm.example.com — YOUR _|IP’
2. O6HOBUTL Nginx KOH(Ur— 3amMeHnTb ‘server_name " Ha ‘server_name dm.example.com’

3. MonyunTtb ceptndukat Let's Encrypt

sudo apt-get install -y certbot python3-certbot-nginx

sudo certbot --nginx -d dm.example.com

4. Bknountb HSTS (onumoHanbHo) — nobaBuThb B server 6nok:

add_header Strict-Transport-Security "max-age=31536000; includeSubDomains" always;

5. MNMpoBepuTb aBTONpPOAEHNE

sudo certbot renew --dry-run
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6. [MonesHble KoMaHabl

MpocmoTp noros

sudo docker compose logs -f
sudo docker logs dm-backend -f

sudo docker logs dm-frontend -f

lMepesanyck cepBucoB

sudo docker compose restart

OcTaHoBKa

sudo docker compose down

MonHass nepeycTtaHoBka (C yAaneHMeM [faHHbIX, He 3abyabTe co3gaTb  TeCTOBOro

nonb3oBaTensi 3aHoBo!)

sudo docker compose down -v
sudo rm -rf volumes/postgresql-data

sudo docker compose up -d

O6HoBneHne obpasos

sudo docker compose pull

sudo docker compose up -d
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7. Troubleshooting

Backend He 3anyckaeTtca
1. TpoBepuTb form

sudo docker logs dm-backend

2. Yactas npobnema: Flyway He MOXeET NPUMEHUTbL MUTpaLUK
3. PeweHne: yganutb gaHHble PostgreSQL n nepesanyctntb

sudo docker compose down -v
sudo rm -rf volumes/postgresql-data

sudo docker compose up -d

Owwnbka "user not found" (TecToBbIN NONb30BaTENb HE CO34aH.)
BbinonHure:

sudo docker exec datamodeller-postgres-1 psql -U postgres -d postgres -c \

"“INSERT INTO dm.users (casdoor _id, username, name, creation_time) VALUES ('test-user-
id", 'testuser’, 'Test User', NOW()) ON CONFLICT (username) DO NOTHING;"

Owwmbka Nginx Bosspawaet 502 Bad Gateway

Frontend KoHTelHep He 3aMylleH WU HEJOCTYIIEH:
sudo docker compose ps

sudo docker logs dm-frontend



